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Financial institutions and 
other organizations 
will now use forward-
looking information 
to better assess 
their credit loss 
estimates.

CURRENT EXPECTED CREDIT LOSSES (CECL) 
STANDARD: FASB ISSUES NEW GUIDANCE ON 
ACCOUNTING FOR CREDIT LOSSES

held at the reporting date based on 
historical experience, current conditions, 
and reasonable and supportable 
forecasts. Financial institutions and 
other organizations will now use 
forward-looking information to better 
assess their credit loss estimates. The 
amendments in the ASU eliminate the 
probable initial recognition threshold in 
current Generally Accepted Accounting 
Principles (GAAP) for instruments within 
the scope of the ASU.

Many of the loss estimation techniques 
applied today will still be permitted, 
although the inputs to those techniques 
will change to reflect the full amount 
of expected credit losses. Financial 
institutions will continue to use 

WHAT HAS HAPPENED?
On June 16, 2016, the Financial 
Accounting Standards Board (FASB) 
issued a new Accounting Standards 
Update (ASU) No. 2016-13, Financial 
Instruments – Credit Losses (Topic 
326): Measurement of Credit Losses 
on Financial Instruments, that will have 
a significant impact on how financial 
institutions account for credit losses. 

The ASU is intended to improve financial 

reporting by requiring timelier recording 
of credit losses on loans and other 
financial instruments held by financial 
institutions and other organizations. 
Effective dates for the ASU vary 
according to the type of organization, 
and early adoption is permitted for all 
organizations (see the Effective Date and 
Transition discussion below for details).

The ASU requires the measurement of all 
expected credit losses for financial assets 



judgment to determine which loss 
estimation method is appropriate for 
their circumstances. 

The ASU requires enhanced disclosures 
to help investors and other financial 
statement users better understand 
significant estimates and judgments 
used in estimating credit losses, as well 
as the credit quality and underwriting 
standards of an organization’s portfolio. 
These disclosures include qualitative 
and quantitative requirements that 
provide additional information about 
the amounts recorded in the financial 
statements.

In addition, the ASU amends the 
accounting for credit losses on available-
for-sale debt securities and “purchased 
financial assets with credit deterioration” 
(PCD assets). 
 
EFFECTIVE DATES AND 
TRANSITION
The ASU is effective for Securities and 
Exchange Commission (SEC) filers for 
fiscal years, and interim periods within 
those fiscal years, beginning after 
December 15, 2019 (i.e., January 1, 
2020, for calendar year entities).  
 
For public companies that are not SEC 
filers, the ASU is effective for fiscal years 
beginning after December 15, 2020, and 
interim periods within those fiscal years.  
 
For all other organizations, the ASU on 
credit losses will take effect for fiscal 
years beginning after December 15, 
2020, and for interim periods within 
fiscal years beginning after December 
15, 2021.  
 
Early application will be permitted for 
all organizations for fiscal years, and 
interim periods within those fiscal years, 
beginning after December 15, 2018.  
 
Financial institutions and other 
organizations must apply the changes 
in the ASU through a cumulative-effect 
adjustment to their retained earnings 
as of the beginning of the reporting 
period in which the ASU is effective 
(a modified-retrospective approach). 
A prospective transition approach is 
required for certain assets, including 
PCD assets. 

NEXT STEPS TO CONSIDER FOR 
YOUR FINANCIAL INSTITUTION
The new credit losses standard and CECL 
model is one of the biggest accounting 
changes that financial institutions have 
been subject to in a long time. For 
many institutions implementation will 
require a significant effort. As a result 
your institution should begin to consider 
creating a transition timeline and action 
plan for implementation. You may want 
to consider:

•  Educating yourself and other key 
stakeholders at your institution about 
the new standard.

•  Forming an implementation team 
to evaluate the new accounting 
requirements for credit losses.

•  Reviewing existing allowance and 
credit risk management practices 
to identify processes that can be 
leveraged when applying the new 
accounting standard.

•  Identifying data needs, data gaps 
and necessary system changes to 
implement the new accounting 
standard consistent with its 
requirements, the allowance 
estimation method or methods to be 
used, and supervisory expectations. 
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•  Assessing existing resource capabilities 
and limitations 

•  Evaluating the potential impact of the 
new standard on regulatory capital. 

For more information on how this 
standard will affect your business, 
contact your UHY LLP partner.

By Patrick Hughes, 
Partner
Financial Services 
Practice



A series of significant business failures 
in the early 1980’s resulted in the 
establishment of a group called the 
National Commission on Fraudulent 
Financial Reporting, usually referred 
to as the “Treadway Commission.” 
Their report, issued in 1987 reported 
on the factors that may lead to 
financial statement fraud. Among the 
recommendations for public companies 
were several focused on the tone set 
by top management. The corporate 
scandals of the early 2000’s and the 
subsequent enactment of the Sarbanes-
Oxley Act brought further urgency to 
the importance of internal controls, and 
“tone at the top” became recognized as 
a key component of any organizational 
culture. When COSO (the Committee 
of Sponsoring Organizations for the 
Treadway Commission) issued its 2013 
Integrated Framework for Internal 
Control, it continued to emphasize tone 
at the top as a critical control for fraud 
prevention.

Adopting policies regarding ethical 
practice, “whistle-blowing” protection, 

communications and transparency 
are now a routine part of corporate 
practice. Making sure those policies are 
in fact translated into ethical action, 
however, is not necessarily as simple 
as documenting policies and holding 
training sessions.

A 2014 study entitled “Suspect CEOs, 
Unethical Culture, and Corporate 
Misbehavior,” was co-authored by three 
finance professors - Lee Biggerstaff 
from Miami University, David Cicero 
from the University of Alabama, and 
Andy Puckett from the University of 
Tennessee. The study used data from 
1992 to 2009 to identify CEOs who 
likely backdated at least 30% of their 
options or were specifically named in 
backdated settlements. The study offers 
evidence that tone at the top is strongly 
related to negative consequences of a 
firms’ overall performance. According 
to the study, the group found that 
8.82% of those firms with CEOs 
that backdated, were implicated in a 
financial fraud, compared to 2.94% 
of firms that did not have CEOs that 

backdated. In addition, incidences of 
lawsuits was significantly greater for their 
sample of suspect firms when compared 
to their control group (26.3% versus 
13.9%).

Tone at the top is not only relevant to 
public companies that are subject to 
Sarbanes-Oxley compliance, the SEC 
chair, Mary Jo White recently addressed 
audiences in Silicon Valley about 
corporate governance. She stated that as 
start-ups begin to mature, they should 
focus on the governance structure 
and internal control environment to 
ensure that the company is meeting its 
responsibilities to investors. She also 
encouraged those companies that have 
plans of eventually going public to start 
focusing on principles that should be 
applicable to all companies - strong 
corporate governance, controls on 
financial reporting, and transparency 
with investors.

Tone at the top is usually focused on 
integrity and fraud prevention, but in 
reality it encompasses the breadth of 

TONE AT THE TOP: SUCCESS ON THE BOTTOM LINE
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activities and functions of every company. 
A strong ethical tone from the top 
can lead to more effective operations, 
encourage initiative by employees and 
ultimately result in improved visibility and 
profitability.

It begins with having the right people 
as leaders, people who are fair, 
truthful and responsible. These leaders, 
throughout the organization, then need 
to communicate directly and honestly 
to employees what is expected of 
them. That communication includes 
compliance with formal policies regarding 
business practices and procedures, 
regulations relating to human resources, 
environmental and other key areas. 
Senior management and members of 
the Board need to be knowledgeable 
about developing and implementing 
the Company’s practices to minimize 
risks and maximize opportunities for the 
workforce.

Employees must believe that they are 
part of a team that values them and 
respects their input. They need to be 
rewarded for ethical behavior and 
encouraged to report misconduct in 
the workplace. Implementation of a 
confidential hotline or other anonymous 
reporting system should be considered. 
The ACFE (Association of Certified Fraud 
Examiners) 2006 Report to the Nation 
on Occupational Fraud and Abuse found 

that occupational frauds were more 
likely to be detected by a tip than by any 
other means. The outsourcing of this 
function so that there can be feedback 
to the “whistle-blower” without fear 
of retaliation can also be a solution for 
many businesses. 

Those in top management need to make 
it clear that they believe in a strong 
ethical culture. Part of that involves 
setting appropriate and realistic goals for 
operations and profits. Risk factors for 
fraud include: expectations for revenues 
or profits from owners or analysts; 
compensation and incentive plans that 
may encourage manipulation of records 
for financial gain; and pressure from 
management to meet goals. Effective 
tone from the top emphasizes quality, 

cooperation and communication. It 
cannot be “do as I say, not as I do”, 
“my way or the highway”, or “the end 
justifies the means”.

A National Business Ethics Study found 
that misrepresentation of financial 
records represented only 5% of the 
ethical violations reported in its survey. 
Other types of violations reported 
by employees included abusive 
behavior toward employees, lying to 
customers or the public, violations of 
safety regulations, misreporting of 
time worked, discrimination, sexual 
harassment, and misuse of confidential 
information. 

A Code of Conduct and policies for 
the organization are only strong if 
they are communicated, monitored 
and enforced. That means that 
violations must have clearly understood 
consequences. In today’s economic and 
regulatory environment, the culture of an 
organization is a critical factor not only 
for financial integrity but for operational 
effectiveness.
Tone at the top is the bottom line for a 
company culture that inspires confidence 
in integrity and transparency-among all 
the key stakeholders, customers, owners, 
employees and regulators. Good conduct 
is good business.

…Continued from Page 3
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By Laurie Shen, 
Principal
Financial Services 
Practice

Employees must 
believe that they 
are part of a team 
that values them 
and respects their 
input.
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IMPACT OF IT OUTAGES ON THE FINANCIAL 
SERVICES INDUSTRY

The rise of Information Technology-
related outages in the news serves as 
a wakeup call for financial services 
companies and regulators to focus on 
strengthening core IT practices that 
we long thought were foolproof. For 
the past decade, the IT organizations 
of many financial services companies 
have focused their efforts on addressing 
regulatory mandates or reducing costs 
rather than ensuring IT resilience. Recent 
IT outages indicate there may be major 
gaps in design and implementation of 
existing IT processes and controls which 
should be revisited.

In March 2016, BNY Mellon, the world’s 
largest custodian, agreed to pay $3 
million to settle an investigation brought 
by Massachusetts regulators for an 
unexpected computer glitch. According 
to a statement from Massachusetts 
Secretary of the Commonwealth William 

Galvin, BNY Mellon didn’t have a backup 
plan for what was a foreseeable risk, 
resulting in untimely and non-uniform 
information being sent to the funds and 
other clients. 

   At the end of August 2015, prior to 
the holiday weekend, BNY Mellon 
encountered an outage and system 
disruption that impacted the bank’s 
ability to calculate correct daily Net 
Asset Values (“NAV”). The outage 
impacted 1,200 mutual funds and 
exchange traded funds for an entire 
week. Based on reports, the bank’s 
accounting system, called InvestOne, 
was being upgraded over the weekend. 
While Sungard, the software provider 
was able to successfully implement the 
same instance at other clients, both the 
BNY production and backup systems 
were corrupted resulting in incorrectly 

calculated NAVs. This unprecedented 
IT outage took more than a week 
to fix and highlights how seemingly 
routine system upgrades can wreak 
tremendous havoc on a business’ 
operations and the downstream 
customers and market participants that 
it serves.

In June 2016, the SEC provided specific 
guidance on business continuity planning 
for investment companies under the 
Investment Company Act of 1940 Rule 
38a-1 which requires “funds to adopt 
and implement written compliance 
policies and procedures reasonably 
designed to prevent violations of the 
federal securities laws”. Importantly, 
the SEC also proposed a new rule 
requiring registered investment advisers 
to adopt and implement written business 
continuity and transition plans.



…Continued from Page 5
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ADDITIONAL OUTAGES
BNY Mellon’s incident is part of an 
ongoing trail of IT outages in recent 
years.

In April 2014, the CME Group cited an 
error in its software which caused an 
electronic trading outage for over an 
hour in 31 agricultural markets ranging 
from corn to livestock. 

Another outage related to backups was 
reported by NASDAQ which resulted 
in a three hour outage on Thursday, 
August 22, 2013. NASDAQ reported its 
trading halt was due to a software bug 
and other internal technology issues 
triggered by problems at NYSE Euronext’s 
NYX.N Arca exchange that caused a key 
backup system to fail. This outage came 
on the heels of NASDAQ having already 
paid a $10 million penalty to the SEC 
and a $26.5 million settlement related 
to technology issues which plagued 
Facebook’s IPO in May 2012.

In August 2012, major market maker 
Knight Capital lost an astounding $440 
million due to software errors in the 
timing of market trades.

What can companies do now to 
identify and address potential IT 
outage risks?

Innovative and forward-thinking 
companies have already started down 
the road of adopting best practices 
from existing IT frameworks and 
methodologies to prevent the next big 
outage. The most common frameworks 
and methodologies are the AICPA’s 
SOC reporting, the capability maturity 
model (CMMI) and the National Institute 
of Standards and Technology (“NIST”) 
framework. 

As IT auditors, we often are asked to 
complete a Service Organization Controls 
(“SOC”) report on behalf of a service 
provider. This was developed by the 
AICPA with reliance on IT best practices 
in the industry. 

The SOC 2® Report identifies the criteria 

A key strength is 
that the process 
helps to highlight 
the importance of 
multiple stake-
holders, not just 
IT personnel.

The NIST was founded in 1901 by 
the Federal Government to assist U.S. 
competitiveness and now supports a 
myriad of technologies, businesses and 
other organizations to implement security 
controls to protect against cyber attacks. 
Government agencies must abide by these 
controls, however it is voluntary for those 
in the private sector. While many financial 
services firms have already utilized the 
NIST framework in assessing cybersecurity 
readiness (via SP 800-53R4), this tool 
can be utilized to inventory companies’ 
business operations and to identify overall 
IT vulnerabilities that can in turn also 
be a cybersecurity risk. One of the key 
components of the NIST cybersecurity 
framework is to assess third party risks.

As companies become more reliant on 
software and technology to operate and 
support their core businesses, many must 
take a fresh look at the use of Information 
Technology assessment tools already in 
place and assess the breadth and depth 
of what’s been adopted so far against 
potential risks that may still be uncovered.

By Laurie Shen, 
Principal
Financial Services 
Practice

Carrie Brotsch
Contributing Author

that are used to evaluate a description 
of a service organization’s system and 
the design and operating effectiveness 
of its controls; relevant to what is called 
Trust Services Principles and criteria for 
security, availability, process integrity, and 
privacy and confidentiality of data. While 
this has been adopted by many service 
providers to attract and retain customers, 
companies with large IT organizations 
and extensive outsourced relationships 
should consider adopting the rigor that 
this process entails. A key strength of this 
approach is that it requires these same 
baseline principles to be tested by an 
independent third party auditor.

Capability Maturity Model Integration 
(“CMMI”) is a methodology that helps 
companies and other organizations 
improve their organizational capabilities 
in people, process, and technology. The 
CMMI model provides guidance for 
improving an organization’s efficiency, 
speed and product quality which means 
less defects and outages. From our work 
with clients, one of the most significant 
benefits of adopting this methodology is 
that the assessment and maturity process 
is based on a detailed and end-to-end 
examination of software development 
processes at an organization. This 
process ensures an accurate depiction 
of an organization’s current software 
development lifecycle prior to plotting 
to the future state. A key strength is 
that the process helps to highlight the 
importance of multiple stakeholders, not 
just IT personnel.
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As one of the top professional services 
firms in the US, UHY LLP has been 
working to bolster its capabilities that 
cater to the financial services industry by 
keeping up with the rapidly changing 
technology landscape. In our roundtable 
discussion “Lessons Learned from Cyber 
Bank Heists,” we examined the recent 
cyber bank heists and discussed how to 
best protect institutions from cybercrime.
 
On the heels of the Bangladesh bank 
heist, the discussion explored the 
implications and causes of recent cyber 
bank heists. The participants in the room 
included compliance, risk management, 
internal audit, and technology leaders 
from some of the world’s largest banks 
and financial services firms. UHY's 
National Financial Services Practice 
Leaders Patrick Hughes and Laurie Shen 
were joined by Senior Manager David 
King to lead the roundtable discussion. 

To kick off the meeting, David gave a 
brief presentation outlining common 
tactics used by hackers (“the hackers’ 

LESSONS LEARNED FROM RECENT 
CYBER BANK HEISTS

playbook”), the ease with which 
modern day hackers are able to infiltrate 
institutions, and a general overview of 
the Bangladesh case.
 
The discussion continued with a focus 
on the discipline required to carry out 
these cyber attacks, and the important 
distinction between classifying such 
attacks as “disciplined” rather than 
“sophisticated”. Using the term 
"sophisticated" is defeatist (e.g. 
"Hackers are more sophisticated than we 
are"). Modern-day heists are successful 
because they are more disciplined. For 
example, hackers in the Bangladesh 
case capitalized on weekend schedules 
and time-zone differences. Simply 
replacing the word “sophisticated” with 
“disciplined” has the power to reshape 
our perception of what cybercrime really 
is; a highly lucrative project management 
exercise.

This was followed by a group 
conversation regarding how individuals 
and firms are coping with threats to their 

cyber ecosystems. One theme from the 
conversation was the ease of access to 
personal and professional information 
through social media. For example, 
every time an employee updates his/her 
LinkedIn profile, they are relying on their 
employer to control the risk in doing so.
 
While the participants brought different 
questions and perspectives to the table, 
all were in agreement that the greatest 
vulnerability of financial institutions lies 
within the human elements of cyber 
security; and that proper employee 
training should accompany even the 
most advanced internal controls systems.
 
Keep an eye out for future presentations 
on this topic and more. 

Interested in a topic we haven’t 
featured? Email your suggestion to Julie 
Manteria: jmanteria@uhy-us.com.
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Financial services firms are facing a 
myriad of challenges in today’s rapidly 
changing environment including increasing 
regulations, managing capital and liquidity, 
evolving competitive positioning, leveraging 
new technology, and determining how 
to achieve new levels of growth and 
sustainable profitability.

With more than 40 years of experience 
serving financial services companies, 
we tailor solutions to help meet our 
client’s objectives. From accounting, 
audit and assurance, to tax planning 

PROVIDING VALUE TO THE FINANCIAL SERVICES INDUSTRY

and compliance, and business advisory 
services, our seasoned professionals serve 
banks and savings institutions, credit 
unions, mortgage companies, broker/
dealers, investment banks, hedge funds, 
asset managers and other financial service 
providers. 
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