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British-American author, motivational
speaker, and organization consultant
has written books and spoken
extensively about a powerful technique
he uses—start with why. To do so,
NFPs need to ask why is [cybersecurity]
important to their mission. The answers
will galvanize the organization’s focus
and motivate stakeholders to do things
that will help meet the mission and
avoid or minimize the things that will
jeopardize the mission.
For example, let’s imagine the mission
is “To restore, maintain, and sustain
[art, botanical gardens, cultural history,
forests, health & welfare assistance,
landmarks, parks, wetlands, etc.] for the
benefit of [community, city, state, etc.]
current and future citizens”.

PRACTICAL CYBERSECURITY GUIDANCE FOR
NOT-FOR-PROFITS
Books, music, and movies offer factual and
fictional stories that capture our imagination,
invoke emotion, and move readers to act.
The most interesting stories have drama,
plot twists, tragedies, ironies, and comedies
that reflect on current conditions and paint
a vision of better conditions. Not-for-profit
organizations, like many other private and
governmental organizations, have been
digesting a best-selling cybersecurity story
fueled by fear, uncertainty, and doubt. If you
are one of those board members, consider if
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the cybersecurity story you are reading
or listening to is fact or fiction.
Start with why
Many issues and questions surface
as not-for-profit boards discuss
cybersecurity risks. Sorting through
the cybersecurity issues and
questions takes focus and patience
to understand. But you don’t need to
be a technology or security expert to
be effective. Simon Sinek, the famous

• Why is cybersecurity important
to the NFP’s mission? The board
may conclude that cybersecurity is
important to the mission because
without the trust and ongoing
assistance of others supporting the
mission, patrons will have less or no
access to [art, botanical gardens,
cultural history, forests, health &
welfare assistance, landmarks, parks,
wetlands, etc.].
Continued on Page 2...
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• Why would trust be diminished due
to a cybersecurity issue? Supporting
stakeholders may lose confidence in
the ability to continue the mission if:
o There is a data breach event
that puts stakeholders’
personally identifiable
information at risk of identity
theft or physical harm.
o A malware attack successfully
misappropriates or damages
assets (email leakage, improper
transfer of operating funds,
ransomware attack encrypts
key systems and records).
o Required disclosure of the data
breach tarnishes the reputation
of the NFP which deters
current and future supporters
from making contributions
or patrons from using [art,
botanical gardens, cultural
history, forests, health &
welfare assistance, landmarks,
parks, wetlands, etc.].
• Why would NFPs be targeted by
cyber threat actors? Threat actors
don’t care about the mission.
They are motivated by dollars or
destructive ideals. The easier to

steal or destroy the better. They
target unprepared and unsuspecting
NFPs they know have details on
funding sources [endowments,
charitable trusts, philanthropists,
etc.] that help make the mission
possible. They want to sell the
information harvested on the dark
web (PII data like names, phone
numbers, birthdates, Social Security
numbers, credit card numbers,
email and/or mailing addresses,
etc.) Or they want to gain access
to email systems, financial systems,
HR systems, payroll systems,
procurement systems, etc. to
perpetrate hurtful cybercrimes to
disrupt, divert, or disable legitimate
communications, deliveries,
payments, or deposits.
Understand what must
be protected
We could continue asking “why”,
but at this point it should be
abundantly clear why cybersecurity is
an important issue for NFPs. Without
exhaustively asking why, what needs
to be protected may be incomplete
and create a blindspot leaving your

organization vulnerable to costly
exploits. Why informs NFPs what they
need to protect:
• Non-public information (NPI)— NPI
is inclusive of PII and PHI but also
includes transactional or contextual
information NFPs may collect
from donors, employees, program
participants, or suppliers. Examples
include:
o Financial, credit, and
medical data
o Home address and telephone
numbers (including home
email addresses)
o Social Security Number
o Birth date
o Mother’s maiden name; other
names used
o Family data
o Religion, race, national origin
o Account numbers
o Performance ratings
o Complaints
o Litigation information
o Intellectual property
o Acquisition/Divestiture
information
• Networks, Servers, and Devices—
Networks, servers and other

UHY LLP NOT-FOR-PROFIT INSIDER 3

computing devices store, transport,
and process NPI so they must be
protected to maintain confidentiality,
integrity, and availability of NPI.
• Employees and third parties—
Employees and third parties that
handle NPI and must be trained to
understand how to protect NPI and
guard against phishing and other
social engineering threats.
Practical how-to guidance
“What”, informs NFPs how they may
protect their important and sensitive
data. There are so many point solutions
that may be helpful and technology
companies are willing to sell. However,
NFPs should resist buying tools
advertised to help without framing
a holistic cybersecurity program. The
cybersecurity program is the blueprint
to address how the NFP mitigates
cybersecurity risk. NFPs have limited
funds. It is incumbent of them to
understand the priority, sequence,
and dependencies of what needs to
be done over time. These activities
will have varying costs, levels of
effort, levels of difficulty, and ongoing
maintenance costs. That necessitates
a strong discipline to communicate
and balance resource requirements to
achieve the mission with the budget
available. Finite resources mean NFPs
will need to accept some cyber risk.
Risk acceptance must be explicit not
surprising.
Do you have the right people,
processes, and technologies to protect
your business from cyber threats? A
good place to start is to review the
NIST Cybersecurity Frameworki which
has become a benchmark for what
to do not only in the US but is being
adopted or emulated across the globe.
Additionally, there is complementary
guidance from NACD, ISACA, and The
IIA on how to elevate cybersecurity
to your company board’s governance
agenda. If that is too much to consider,
review the Center for Internet Security
punch list of 20 critical information
security controlsii to determine not
only are they in place but whether
they are being done well enough.
Realize that there are no silver bullets
for cybersecurity. These frameworks,

guidelines, and benchmarks do
nothing for your organization if the
company is unwilling to accept they
have some gaps that will require a plan
of action to close the gaps.
Here are four pragmatic measures to
consider:
1. Independent Assessments
Annual independent assessment
is a critical governance tool to
provide a comprehensive evaluation
of implemented security policies,
procedures, controls and staff
in relation to best practices and
industry standards. If risks have
shifted it may warrant reallocating
resources accordingly. Cyber threats
are becoming more numerous and
damaging with every device that
connects to the internet. It’s not going
to stop. Think about it. If you need
convincing, read the 2019 Verizon
Data Breach Investigation Reportiii
and you will either agree or fall asleep
because you don’t understand it and

that may speak volumes about your
cybersecurity maturity. Cyber risk is
a business risk that has managerial,
operational, financial, legal, and
technological dimensions. Technology
changes faster than all the other
dimensions making it difficult for
businesses to adapt to it. We’ve been
trained to deal with catastrophic
loss by reviewing business continuity
plans and getting the right insurance
coverages. That said, these strategies
or tactics need to be revisited or
updated to understand the appropriate
mitigations to protect your company
from a cyber-attack. Insurance is a
logical risk tool, but it doesn’t fix
your cybersecurity posture. People,
processes, and technology help you
do that.
2. Vulnerability Management
Preventive and detective security
controls are the keys to minimize the
impact of ransomware and other types
Continued on Page 4...
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of hacker attacks in the enterprise.
Hackers do their homework. Their
reconnaissance efforts begin with an
understanding of the vulnerabilities
in the target environment (think your
network). Threat actors use many of
the same tools IT security departments
would use to scan your environment
for the latest vulnerabilities to ascertain
exploit impacts. Understand vulnerability
scanning must not be a mechanical
process. Rather, a vulnerability
management program requires:
• Discipline - Vulnerability scans must
be done monthly or after every
major change in your environment
and rescanned to verify patching/
remediation was effective.
• Coordination - Patching and
remediation efforts take more time
than scanning which constrains IT
and security teams from doing other
things. Taking time to scan and know
vulnerabilities does nothing if IT
doesn’t prioritize time and resources
to fix critical or severe vulnerabilities.
• Governance - Vulnerability reporting
should be transparent to the executive
team and board to ward off false

assurance. If your NFP is thin on
resources you can outsource your
vulnerability scanning program to a
managed security services provider
(MSSP).
3. User Awareness Training
The need for User Awareness Training
is evergreen. The technology landscape
changes, consumer choices change,
user behaviors change. Consider
supplementing your program with an
active phishing campaign periodically,
if your user awareness program is
a tired PowerPoint deck or a policy
acknowledgment done once a year
or only completed during employee
onboarding. It is relatively easy to put
a phishing email in front of everyone
on your system to see which users
are quick to put the firm at risk. Your
internal or external IT experts can likely
handle this chore, or it is relatively
inexpensive to outsource this kind of
system test.
4. Incident Response Planning
Provisioning an incident response
team is an important prevention,

i. https://www.nist.gov/sites/default/files/documents/cyberframework/cybersecurity-framework-021214.pdf
ii. https://www.cisecurity.org/controls/
iii. http://www.verizonenterprise.com/verizon-insights-lab/dbir/2019/
iv. http://www.dhs.gov/topic/cybersecurity; https://www.us-cert.gov/

detection, and correction planning
step. Planning incident response
when an incident is occurring is rarely
productive or successful. Realize
that incident response involves a
coordinated communication plan and
orchestration of internal and external
resources. NFPs should investigate the
sustainability of shouldering this effort
on their own. Smaller businesses have
been turning to Managed Detection
and Response (MDR) service as an
economical approach. MDR providers
bring the tools, processes, and people
to watch for malicious activity on your
network and work quickly to respond
appropriately by interrupting unfriendly
connections, or containing malicious
activity from spreading extensively to
lower the cost of recovery. In many
respects, MDR is a force multiplier
that provides access to leading edge
technologies, refined processes and
dedicated personnel 24x7x365 for
a fraction of the cost an NFP could
build it. There’s a lot more to incident
response, but in particular, establish
relationships with federal, state, and
local cybersecurity officials as well as
federal agencies like the Department
of Homeland Security (DHS), and US
Computer Emergency Readiness Team
(US-CERT)iv.. Sharing information with
law enforcement agencies about
unusual network activity, denial of
service attacks, phishing attacks, and
quarantined malware allow more parties
to be vigilant. Observations of malicious
activity provided to law enforcement
may help triangulate the identity of
hackers and eventual prosecution. Are
you prepared? UHY Advisors can help
NFPs prepare a robust cybersecurity
program or respond to a cyber-attack.
Contact us at cyber@uhy-us.com for
more information.
Norman Comstock, Managing Director
UHY Advisors TAP, Inc.
(Houston, TX)
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NOT-FOR-PROFITS AND CORPORATE SPONSORSHIPS A WINNING COMBINATION
Charitable giving by individuals in
the United States decreased by 1.1%
in 2018 when compared to 2017,
according to research from Giving USA.
One cause for this decrease was due to
changes to the tax law under the Tax
Cuts and Jobs Act. To compound the
decreases in contributions that not-forprofits are facing, corporate giving is
trending similarly. Corporate sponsors
are increasingly interested in knowing
the outcomes that their contributions
support and looking for more valueadded benefits.
The combination of not-for-profit
organizations and corporate
sponsors can benefit both sides
Not-for-profits receive a variety of
benefits from partnering with business
for corporate sponsorships.
Some of these benefits might include:
• recognition in previously untapped
markets,
• increase in brand awareness and
media coverage,
• cultivation of business relationships in
the community,
• expansion of the donor base,
corporate sponsorships, number of
volunteers, and, most importantly,
• increase in financial resources
available to support the not-forprofit’s mission.
Likewise, corporate sponsors also
receive a number of benefits, including:
• exposure to potential customers and
business partners,
• strengthening customer and brand
loyalty
• an improved public opinion for giving
back to their community
• higher rates of engagement and
retention of their own employees,
and
• a tax deduction for charitable
contributions made.
What is a qualified sponsorship
payment for a not-for-profit
organization?
It is important to distinguish whether
the sponsorship meets the IRS

definition of a qualified sponsorship
payment, otherwise, the sponsorship
could become a tax liability, even for
a not-for-profit. Not-for-profit exempt
organizations are taxed on income from
any unrelated trade or business activities
regularly carried on by the organization,
net of any allowable deductions.
The IRS defines a qualified sponsorship
payment in the Internal Revenue Code,
Section 513(i) as:
“… any payment made by any person
engaged in a trade or business
with respect to which there is no
arrangement or expectation that such
person will receive any substantial
return benefit other than the use or
acknowledgment of the name or logo
of such person’s trade or business
in connection with the activities of
the organization that received such
payment.”

benefits provided to the corporate
sponsor do not overshadow the
benefits being received by the not-forprofit. Here are a few indicators that a
sponsorship is a charitable contribution:
• Not-for-profit includes the corporate
sponsor’s name, logo, general contact
info, and website in brochures/
pamphlets or on the not-for-profit’s
website.
• Not-for-profit’s website includes a
link to the sponsor’s homepage only
– the link cannot direct a viewer to a
page where the sponsor’s products or
services are advertised or sold.
• Not-for-profits can have an unbiased
display of the sponsor’s products
or services, or even handout free
samples provided by the sponsor
at events held by the not-for-profit,
but the not-for-profit should not
endorse the sponsor.

More simply, a qualified sponsorship
payment is when a not-for-profit
receives support to further their
organization with no expectation that
the sponsor will receive a substantial
return benefit for providing the
payment.

Which activities in a sponsorship
agreement can result in a tax
liability for a not-for-profit?
Depending on how the sponsorship is
designed, the IRS may determine that
the sponsorship provides a substantial
return benefit to the sponsor, thus
resulting in the sponsorship being
recharacterized as taxable unrelated
business income for advertising (UBI).

Structuring a qualified sponsorship
agreement to meet the contribution
requirements
Recognition of a qualified sponsorship
payment by a not-for-profit follows
the same process used for general
contributions being received; however,
it is important to ensure that the

Continued on Page 7...
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HAVING CORPORATIONS AND NOT-FOR-PROFIT TEAMS
TOGETHER IS A WINNING COMBINATION.

UHY LLP NOT-FOR-PROFIT INSIDER 7

Continued from Page 5...
The first step is to determine whether
there are any differences between
what the corporate sponsor receives
and what general donors receive.
If there are variances identified, the
sponsorship may be related to UBI for
advertising. Advertising, with respect
to sponsorships, is defined as providing
qualitative or comparative information,
price details, indications of savings or
value, endorsements, or an inducement
to purchase the sponsor’s goods or
services. Some questions to help
determine whether the sponsorship
should be characterized as advertising
revenue for the not-for-profit include:
• Was the sponsor provided with
“free” advertising in regularly issued
publications that include editorial
content and usually require paid
advertising?
• Is the sponsorship payment
conditional to reaching a certain
number of attendees at the not-forprofit’s event?
• Has the not-for-profit openly
endorsed the sponsor’s products or
services?
• Has the not-for-profit offered an
“exclusive” sponsor option?
• Does the not-for-profit’s website
include a link to the sponsor’s website
that directs viewers to a sales/order
page, or detail the information for
how to order the sponsor’s products
or services?
• Has the not-for-profit provided the
sponsor with facilities, services, or
other privileges to the sponsor in
return for the sponsorship (e.g.
sporting event tickets, exclusive
meetings or narratives not available
to the general public, or extravagant
receptions)?
If the answer is yes to any of these
questions, then the sponsorship
would be characterized as advertising
revenue for the not-for-profit instead
of a qualified sponsorship payment.
Therefore, it would expose the
not-for-profit to potential tax
liabilities from UBI.
Is there a difference for how
sponsorship revenue and
advertising revenue are recognized

by the not-for-profit under the new
revenue recognition standards?
Since qualified sponsorship payments
are considered to be contributions,
not-for-profits should follow FASB 958605, Not-for-Profit Entities – Revenue
Recognition – Contributions. Therefore,
a qualified sponsorship made and
acknowledgment of the sponsorship
payment received generally are
recognized by both the not-for-profit
and the sponsor at the same time, or
if conditional, when the condition(s)
have been met. A qualified sponsorship
payment can be both a transfer of
cash or other assets to an entity and a
reduction, settlement, or cancellation
of its liabilities. Contributions,
including sponsorships, require written
acknowledgments to the donor and
written sponsorship agreements are
considered best practices.
Advertising revenue is considered to be
an exchange transaction, as payment is
received in exchange for provision of an
economic benefit to the sponsor.
As a result, not-for-profits should follow
FASB 606, Revenue from Contracts with
Customers. The not-for-profit should
recognize revenue only as they satisfy
the performance obligation(s) agreed to
with the sponsor, which would include
transferring a promised good or service
(i.e. advertisement or promotion) to
the sponsor. Advertising in a magazine
would be recognized when the
magazine has been published.
Can a sponsorship payment have
elements of both a charitable
contribution and advertising?
Yes, and if so, it is the responsibility
of the not-for-profit to bifurcate the
portion of the sponsorship payment that
is considered to be unrelated business
income for advertising, and inform the
sponsor of the portion considered to
be a charitable contribution and the
portion considered to be an exchange
transaction. Revenue should be
recognized in accordance with the FASB
guidance described above in proportion
to the bifurcation of the sponsorship.
What can a not-for-profit do to limit
their exposure with unrelated business
income from advertising?

Not-for-profits should review their
sponsorship agreements and modify
them to ensure the terms specify the
exact form of acknowledgment, return
benefits, and the value of any taxable
benefits that the sponsor will receive for
their sponsorship payment. In addition,
not-for-profits should also include
in the sponsorship agreement that
they reserve the right to approve any
reproduction of materials with reference
to the sponsorship, the sponsor’s use of
the not-for-profit’s name/logo, and the
web address for which hyperlinks will
direct viewers.
Thus, having corporations and notfor-profit teams together is a winning
combination for both sides to achieve
the mission of the not-for-profit.
Our team is always available to help,
whether it’s to review your partnership
agreements or help with the new
revenue recognition standards. Please
feel free to contact us with any
questions.
Freddie Gratz, Senior Accountant
Nancy Johnson, Principal
(Columbia, MD)

Do your partnership
agreements need

reviewing or do you

need help with the new
revenue recognition
standards?

NOT-FOR-PROFIT INDUSTRY INSIGHT
With the increasing complexity of laws and
regulations, it’s important for associations,
foundations, charities, hospitals, schools
and other tax-exempt entities to seek out
professionals with extensive experience
in nonprofit compliance issues. We
understand there are many challenges
affecting the industry and provide the
attention needed to help clients stay
focused on their job at hand.
UHY LLP’s National Not-For-Profit Practice
offers comprehensive audit and assurance,
tax planning and compliance and business
advisory services to meet the unique,
complex needs of nonprofit organizations.

These types of specialized services, which
cut across the traditional service lines,
demonstrate our philosophy of skilled
professionals integrating industry expertise
with technical services.
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