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Why are we here?
• Everything is connected!

• Boundaries have been eliminated
• Customers, suppliers, vendors, stakeholders

• Specialization
• Outsourcing, off-shoring, sub-contracting
• Do what you do best and outsource the rest!

• Risk is increasing
• Increased risk requires additional trust
• “Trust but verify”



• Many companies find it a business necessity to outsource some, if 
not all, data management, storage, and processing activities to 
third-party vendors.

• Putting your company’s valuable data into the hands of a third 
party carries some risk, especially concerning the security and 
confidentiality of that data.



Third Party Risk (3PR)

• 61% of US companies have 
experienced a data breach 
caused by a third party. 

• Average company shares 
confidential and sensitive info 
with over 500 third parties

• Only 34% keep a 
comprehensive inventory of 
third parties



How can you monitor 3PR?

• Questionnaires?
• Point in time, self-assessed, resource intensive

• Regular audits?
• Expensive, many frameworks, diverse quality

• SLAs or contractual requirements?
• How to measure compliance?



com·pli·ance - noun
/kəmˈplīəns/

• The action or fact of complying with a wish or command- they 
must secure each other's cooperation or compliance

• The state or fact of according with or meeting rules or standards-
all imports of timber are in compliance with regulations



Common Compliance Frameworks

• SOC – Several varieties, intended mainly for service organizations

• PCI DSS – Specific to payment card industry, not general

• ISO – Difficult and expensive, not scalable for smaller organizations

• HIPAA – For health care organizations and their service organizations

• NIST 800-53 – Very large and unwieldy, not easily scalable



Issues Created for Service 
Organizations

• Multiple standards and audits based on 
customer’s need. 

• Wasted resources scheduling and 
supporting multiple audits by multiple firms.

• Wasted resources scheduling and 
supporting audits by customers exercising 
their “right to audit.”

• Lack of clarity and confusion regarding 
customer expectations.



POLLING QUESTION



What is a SOC report?
SOC – System and Organization Controls
• Service organization – the entity that provides 

services to a user organization that are part of the 
user organization’s information system

• User organization – the entity that has engaged a 
service organization to perform certain functions

• User auditor – The auditor who reports on the 
financial statements of the user organization



One SOC, Two 
SOC, Red SOC, 
Blue SOC!

• SOC 1®– SOC for Service 
Organizations: ICFR

• SOC 2® - SOC for Service 
Organizations: Trust Services 
Criteria

• SOC 3®— SOC for Service 
Organizations: Trust Services 
Criteria for General Use 
Report

• SOC for Cybersecurity

• SOC for Supply Chain



SOC 1® - ICFR
• Report on Controls at a Service Organization Relevant 

to User Entities’ Internal Control over Financial 
Reporting  

• These reports are specifically intended to meet the needs of entities 
that use service organizations (user entities) and the CPAs that audit 
the user entities’ financial statements (user auditors), in evaluating 
the effect of the controls at the service organization on the user 
entities’ financial statements.

• Intended for Service Organizations that initiate, process, record, or 
report transactions on behalf of customers.



SOC 2® - Trust Services Criteria
• Report on Controls at a Service Organization 

Relevant to Security, Availability, Processing 
Integrity, Confidentiality or Privacy
• These reports are intended to meet the needs of a broad range of users that 

need detailed information and assurance about the controls at a service 
organization relevant to security, availability, and processing integrity of the 
systems the service organization uses to process users’ data and the 
confidentiality and privacy of the information processed by these systems. 
These reports can play an important role in:

• Oversight of the organization

• Vendor management programs

• Internal corporate governance and risk management processes

• Regulatory oversight



SOC 3® - Trust Services Criteria for 
General Use Report
These reports are designed to meet the needs of users who need 
assurance about the controls at a service organization relevant to 
security, availability, processing integrity confidentiality, or privacy, 
(same as SOC 2) but do not have the need for the level of detail 
provided by a SOC 2 Report. The SOC 3 report does not include a 
detailed system description. Because they are general use reports, 
SOC 3 reports can be publicly distributed.



SOC 2® PLUS
• Report on Controls at a Service Organization 

Relevant to Trust Services Criteria and Additional 
Subject Matter and Criteria

• Examples:
• SOC 2 Plus HIPAA

• SOC 2 Plus NIST 800-171

• SOC 2 Plus NACHA

• SOC 2 Plus other regulatory or industrial compliance framework



POLLING QUESTION



SOC for Cybersecurity
• SOC for Cybersecurity is an examination performed by CPAs 

(practitioners) on an entity’s cybersecurity risk management program.

• The examination includes two distinct but complementary subject 
matters: 

a) the description of the entity’s cybersecurity risk management program and 
b) the effectiveness of controls within that program to achieve the entity’s 

cybersecurity objectives. 

• A SOC for Cybersecurity report is a general use report.



SOC for Supply Chain

• A SOC for Supply Chain report provides users with information about the 
production, manufacture, or distribution of products and the effectiveness 
of controls necessary to provide reasonable assurance that the entity's 
objectives were achieved based on the applicable trust services criteria. 

• The report is designed to provide intended users with information they 
may use to identify, assess, and manage the risks that arise from their 
relationships with the entity.



Comparison of SOCs
Key Question Response SOC Report Type Required

Will the report be used by your 
customers and their auditors to plan 
and perform an audit or integrated 
audit of your customer’s financial 
statements?

Yes SOC 1® Report

Will the report be used by your 
customers or stakeholders to gain 
confidence and place trust in a service 
organization’s systems?

Yes SOC 2® or SOC 3® Report

Do your customers have the need for 
and ability to understand the details of 
the processing and controls at a service 
organization, the tests performed by the 
service auditor and results of those 
tests?

Yes SOC 2® Report



Comparison of SOCs
SOC for Supply Chain 

Examination
SOC 2® Examination SOC for Cybersecurity 

Examination
What are the 
types of 
organizations?

An entity that produces, 
manufactures, or distributes 
products

An organization, or segment 
of an organization, that 
provides services to user 
entities (a service 
organization)

Any type of organization

Who are the 
intended users?

Entity management and 
specified parties who have 
sufficient knowledge and 
understanding of the entity 
and its system

Service organization 
management and specified 
parties who have sufficient 
knowledge and understanding 
of the service organization 
and its system

Entity management, directors, 
and a broad range of general 
users including analysts, 
investors, and others whose 
decisions might be affected by 
the effectiveness of the entity’s 
cybersecurity risk management 
program

What are the 
criteria for the 
examination?

The criteria for the description 
of an entity’s system in DC 
section 300, 2020 Description 
Criteria for a Description of an 
Entity’s Production, 
Manufacturing, or Distribution 
System in a SOC for Supply 
Chain Report, in AICPA 
Description Criteria 

The criteria for the description 
of a service organization’s 
system in DC section 200, 
2018 Description Criteria for a 
Description of a Service 
Organization’s System in a SOC 
2® Report, in AICPA 
Description Criteria 

The criteria for a description of 
an entity’s cybersecurity risk 
management program in DC 
section 100, Description Criteria 
for Management’s Description of 
an Entity’s Cybersecurity Risk 
Management Program, in AICPA 
Description Criteria 



PCI-DSS

• Payment Card Industry – Data Security Standard
• Intended for organizations that initiate, process, 

authorize, report on credit card transactions and data
• Highly prescriptive, highly technical criteria



ISO 27001

• ISO/IEC 27000:2018

This international standard focuses on establishing, implementing, 
maintaining, and continually improving an information security 
management system (ISMS). 

It also includes requirements for the assessment and mitigation of 
information security risks. The criteria are generic and are applicable 
to all organizations, regardless of type, size, or nature.



HIPAA/HITECH
• This federal regulation outlines privacy and security 

requirements for organizations that directly provide health 
care services (covered entities) or business associates 
(vendors and service organizations) that process, maintain, 
or handle private health information (PHI). 

• Regulations are highly prescriptive and comprehensive

• Scope can be limited to only applicable regulations



TISAX

• The Trusted Information Security Assessment Exchange (TISAX) 
report is a standardized information security assessment for the 
automotive industry. 

• The assessment covers information security, prototype protection 
and data protection for suppliers, OEMs, and partners that 
contribute to the automobile supply chain.

• TISAX is similar to the ISO 27001 framework, as it is focused on the 
management of information security and confidential data.



NIST 800-53

• The NIST Cybersecurity Framework (CSF) is a set of guidelines and leading 
practices that can be used to prevent, detect and respond to cyberattacks. 

• NIST 800-53 is comprehensive set of safeguarding measures (controls) for 
all types of computing platforms, including general purpose computing 
systems, cyber-physical systems, cloud-based systems, mobile devices, 
Internet of Things (IoT) devices, control systems, and industrial control 
systems. 



POLLING QUESTION



Which Report?

• Deciding which report is best is usually determined by 
market and customer demands

• Be aware that many customers don’t know what they 
don’t know

• Be prepared to educate your customers (or have your 
provider educate)



Challenges for Small 
Organizations
• Many organizations find it challenging to meet the criteria of the 

most common frameworks

• What can you do?
• Be prepared to offer alternatives 

• Attestation of contractual compliance

• Independent assessments

• Ask for financial support

• Educate your stakeholders and customers



Contact:

David Barton
Managing Director
UHY LLP

dbarton@uhy-us.com
678-602-4490
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About UHY
UHY is one of the nation’s largest professional 
services firms providing audit, tax, consulting 
and advisory services to clients primarily in the 
dynamic middle market. We are trailblazers 
who bring our experience from working within 
numerous industries to our clients so that we 
can provide them a 360-degree view of their 
businesses. Together with our clients, UHY 
works collaboratively to develop flexible, 
innovative solutions that meet our clients’ 
business challenges. As an independent 
member of UHY International, we are proud to 
be a part of a top 20 international network of 
independent accounting and consulting firms.

UHY-US.COM  |  An independent member of UHY International



For a complete listing of our U.S. offices, please visit: 
www.uhy-us.com/locations

As an independent member of UHY International, we 
are proud to be a part of a top 20 international 
network of independent accounting and consulting 
firms. For a complete listing of our member firms, 
please visit: www.uhy.com/locations

GLOBAL

We Serve You Where You Work

UHY LLP is a licensed independent CPA firm that performs attest services in an alternative practice structure with UHY Advisors, Inc., and its 
subsidiary entities. UHY Advisors, Inc.’s subsidiaries, including UHY Consulting, Inc., provide tax and business consulting services through wholly 
owned subsidiary entities that operate under the name of “UHY Advisors” and “UHY Consulting”. UHY Advisors, Inc., and its subsidiary entities are 
not licensed CPA firms. UHY LLP, UHY Advisors, Inc. and UHY Consulting are U.S. members of Urbach Hacker Young International Limited, a UK 
company, and form part of the international UHY network of legally independent accounting and consulting firms. “UHY” is the brand name for the 
UHY international network. Any services described herein are provided by UHY LLP, UHY Advisors and/or UHY Consulting (as the case may be) and 
not by UHY or any other member firm of UHY. Neither UHY nor any member of UHY has any liability for services provided by other members.
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